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1. For each of the following, give a short description of what it is, its typical use and its main benefit.

(a) (5 points) What is the correct JavaScript syntax to change the content of the HTML element below?
<p id="demo">This is a demonstration.</p>

A. document.getElement("p").innerHTML = "Hello World!";

B. document.getElementByName("p").innerHTML = "Hello World!";

C. document.getElementById("demo").innerHTML = "Hello World!";

D. #demo.innerHTML = "Hello World!";

(b) (5 points) Where is the correct place to insert a JavaScript?

A. The <head> section

B. The <body> section

C. Both the <head> section and the <body> section are correct

(c) (5 points) What is the correct syntax for referring to an external script called ”xxx.js”?

A. <script href="xxx.js">

B. <script name="xxx.js">

C. <script src="xxx.js">

(d) (5 points) You have the following function and array defined:

var a = [3,5,7,9]

function f(item, index) {

document.write("index: "+index+" item "+item)

}

How do you call the function f on each element of array a?

A. forEach(a as index=>item){f(item,index)}

B. forEach(a as index->item){f(item,index)}

C. a.forEach(f)

D. forEach(a,f)
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2. (a) (5 points) A program uses a cryptographic hash function to save passwords for authentication. A
cryptographic hash function is collision resistant. Explain what this means.

Solution: A collision is when two different inputs to the hash function give the same output.
Collision resistant is when it is not feasible to find a collision.

(b) (5 points) If the output of a hash function has 4 bytes, then it cannot be collision resistant. Explain
why.

Solution: Because in 4 bytes, there is 32 bits and 2 power 32 is about 1 trillion, with modern
computers, it is feasible to compute the hash function on 1 trillion different inputs. Actually,
the birthday paradox says it’s likely to find a collision using less than 40,000 different inputs.

(c) (5 points) Explain the difference between an online and offline password cracking attack.

Solution: Online attacks is when we attempt to find a valid password by trying to login to
the server using lots of different passwords. Offline attacks is possible when we have access to
the hashed passwords file and use lots of different passwords by computing their hash values,
without connecting to the server.

(d) (5 points) If the hash function used to store hashed passwords has 4 bytes, explain how you could
succeed in an offline attack.

Solution: In an offline attack given the hash of the password, with 2 power 32 attempts, it
is very likely to find a short password that hashes to the same value as the original password.
This short password will pass the validation of the server.

(e) (5 points) If the hash function used to store hashed passwords has 4 bytes, how easy would it be
to do an online attack? Explain

Solution: Online attacks have the same number of combinations, but is less likely to work for
2 reasons. 1) Since each password needs to travel to the internet through the transport protocol
and the server may be much slower than your own computer, it make take a lot longer to find a
valid password. 2) Most web server detect brute force password cracking attacks and will stop
responding before you can find a valid password.
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3. (15 points) Fix the syntax errors in the following JavaScript code.

<script>

// question 3

a=’A’

b=’B’;

c=’C’;

g1= ’G1’ $g2 = "$G2";

s_1 = g1+a

s!2 = g1+$g2+"."

s$3="$’b"

f=function(){

global d=’D’;

if (a<b) then

document.write(a)

}

g=f

g(a)

if (g==f) document.write($g2+"<br>")

if a==b document.write($g1."<br>");

f(b)

<script>

Solution:

<script>

// question 3

a=’A’

b=’B’;

c=’C’;

g1= ’G1’; $g2 = "$G2"; // semicolon required to separate statements

s_1 = g1+a

s_2 = g1+$g2+"." // ’!’ not allowed in variable

s$3="$’b"

f=function(){

d=’D’; // "global" is for PHP, variables global by default

if (a<b) // remove "then"

document.write(a)

}

g=f

g(a)

if (g==f) document.write($g2+"<br>")

// next line, parentheses required, ’.’ not a concatenation

if (a==b) document.write($g1+"<br>");

f(b) // next line, slash required to end script

</script>
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4. For each of the expressions below, write in English a description of which strings in field will cause the
expression to evaluate to true. (Reminder: \d stands for a single digit.)

(a) (5 points) /[^a\\b]/.test(field)

Solution: Any string that contains a character other than ’a’, ’b’, or ’\’.

(b) (5 points) /[a\d]/.test(field)

Solution: Any string that contains the character ’a’, or a digit.

(c) (5 points) /a\d/.test(field)

Solution: Any string that contains the character ’a’ followed by a digit

(d) (5 points) /[^a\\d]/.test(field)

Solution: Any string that contains a character other than ’a’, ’d’, or ’\’.

(e) (5 points) /^[^abc]/.test(field)

Solution: Any string that starts with a character other than ’a’, ’b’, or ’c’.

(f) (5 points) !/ab/.test(field)

Solution: Any string that does not contain “ab” as a substring.
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5. Consider the adduser.php given in the following pages taken without changes from our textbook Ex-
ample 16-3.

(a) (5 points) What is displayed the first time we load this page?

Solution: ”Sorry, the following errors were found in your form:” In red: “No Forename was
entered”, “No Surname was entered”, “No Username was entered”, “No Password was entered”,
“No Age was entered”, “No Email was entered”. After that, the form with 6 fields and labels
“Forename”, “Surname”, “Username”, “Password”, “Age”, “Email”, followed by a button with
“Signup” written on it.

(b) (5 points) What is displayed if the user clicks the Signup button without filling any field?

Solution: Same as (a).

(c) (5 points) What is displayed if the user fills the form correctly except the age is 16?

Solution: ”Sorry, the following errors were found in your form:” In red: “Age must be between
18 and 110”, followed by the form with 6 prefilled fields and labels “Forename”, “Surname”,
“Username”, “Password”, “Age”, “Email”, followed by a button with “Signup” written on it.

(d) (5 points) What is displayed if the user fills the form and all the validations succeed?

Solution: “Form data successfully validated: ” followed by the data as filled.

(e) (5 points) Give an example of a situation when the PHP validation functions would detect an
invalid field.

Solution: If a user creates a copy of the form (looking at the page source), and removes the
JavaScript validation code, fills the fields with invalid data and submit.

(f) (10 points) In the code, make the modifications necessary to address different validation rules as
follows:

• The Surname should start with a capital letter and be followed by lower case letters

• The password should be length at least 8, and only require to have at least one digit and at
least one character other than a-zA-Z0-9.

Solution: Inserted in the code.

Page 5 of 9



CS 4339/5339 Midterm Exam 2 Fall 2017

<?php // adduser.php

// Start with the PHP code

$forename = $surname = $username = $password = $age = $email = "";

if (isset($_POST[’forename’]))

$forename = fix_string($_POST[’forename’]);

if (isset($_POST[’surname’]))

$surname = fix_string($_POST[’surname’]);

if (isset($_POST[’username’]))

$username = fix_string($_POST[’username’]);

if (isset($_POST[’password’]))

$password = fix_string($_POST[’password’]);

if (isset($_POST[’age’]))

$age = fix_string($_POST[’age’]);

if (isset($_POST[’email’]))

$email = fix_string($_POST[’email’]);

$fail = validate_forename($forename);

$fail .= validate_surname($surname);

$fail .= validate_username($username);

$fail .= validate_password($password);

$fail .= validate_age($age);

$fail .= validate_email($email);

echo "<!DOCTYPE html>\n<html><head><title>An Example Form</title>";

if ($fail == "")

{

echo "</head><body>Form data successfully validated:

$forename, $surname, $username, $password, $age, $email.</body></html>";

// This is where you would enter the posted fields into a database,

// preferably using hash encryption for the password.

exit;

}

echo <<<_END

<!-- The HTML/JavaScript section -->

<style>

.signup {

border: 1px solid #999999;

font: normal 14px helvetica; color:#444444;

}

</style>

<script>

function validate(form)

{

fail = validateForename(form.forename.value)

fail += validateSurname(form.surname.value)

fail += validateUsername(form.username.value)

fail += validatePassword(form.password.value)

fail += validateAge(form.age.value)

fail += validateEmail(form.email.value)

if (fail == "") return true

else { alert(fail); return false }

}

function validateForename(field)

{

return (field == "") ? "No Forename was entered.\n" : ""

}

function validateSurname(field)
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{

Solution:

if (field == "") return "No Surname was entered.\n"

else if (!/^[A-Z][a-z]+$/.test(field))

return "Surnames must start with a capital letter and be followed by lower case letters.\n"

return ""

}

function validateUsername(field)

{

if (field == "") return "No Username was entered.\n"

else if (field.length < 5)

return "Usernames must be at least 5 characters.\n"

else if (/[^a-zA-Z0-9_-]/.test(field))

return "Only a-z, A-Z, 0-9, - and _ allowed in Usernames.\n"

return ""

}

function validatePassword(field)

{

if (field == "") return "No Password was entered.\n"

Solution:

else if (field.length < 8)

return "Passwords must be at least 8 characters.\n"

else if ( !/[^a-zA-Z0-9]/.test(field) || !/[0-9]/.test(field))

return "Passwords require at least one digit and at least one character other than a-z, A-Z and 0-9.\n"

return ""

}

function validateAge(field)

{

if (isNaN(field)) return "No Age was entered.\n"

else if (field < 18 || field > 110)

return "Age must be between 18 and 110.\n"

return ""

}

function validateEmail(field)

{

if (field == "") return "No Email was entered.\n"

else if (!((field.indexOf(".") > 0) &&

(field.indexOf("@") > 0)) ||

/[^a-zA-Z0-9.@_-]/.test(field))

return "The Email address is invalid.\n"

return ""

}

</script>

</head>

<body>

<table border="0" cellpadding="2" cellspacing="5" bgcolor="#eeeeee">

<th colspan="2" align="center">Signup Form</th>

<tr><td colspan="2">Sorry, the following errors were found<br>
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in your form: <p><font color=red size=1><i>$fail</i></font></p>

</td></tr>

<form method="post" action="adduser.php" onSubmit="return validate(this)">

<tr><td>Forename</td>

<td><input type="text" maxlength="32" name="forename" value="$forename">

</td></tr><tr><td>Surname</td>

<td><input type="text" maxlength="32" name="surname" value="$surname">

</td></tr><tr><td>Username</td>

<td><input type="text" maxlength="16" name="username" value="$username">

</td></tr><tr><td>Password</td>

<td><input type="text" maxlength="12" name="password" value="$password">

</td></tr><tr><td>Age</td>

<td><input type="text" maxlength="3" name="age" value="$age">

</td></tr><tr><td>Email</td>

<td><input type="text" maxlength="64" name="email" value="$email">

</td></tr><tr><td colspan="2" align="center"><input type="submit"

value="Signup"></td></tr>

</form>

</table>

</body>

</html>

_END;

// The PHP functions

function validate_forename($field)

{

return ($field == "") ? "No Forename was entered<br>": "";

}

function validate_surname($field)

{

Solution:

if ($field == "") return "No Surname was entered<br>";

else if (!preg_match("/^[A-Z][a-z]+$/", $field))

return "Surnames must start with a capital letter and be followed by lower case letters<br>";

return "";

}

function validate_username($field)

{

if ($field == "") return "No Username was entered<br>";

else if (strlen($field) < 5)

return "Usernames must be at least 5 characters<br>";

else if (preg_match("/[^a-zA-Z0-9_-]/", $field))

return "Only letters, numbers, - and _ in usernames<br>";

return "";

}

function validate_password($field)

{

if ($field == "") return "No Password was entered<br>";
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Solution:

else if (strlen($field) < 8)

return "Passwords must be at least 8 characters<br>";

else if (!preg_match("/[^a-zA-Z0-9]/", $field) ||

!preg_match("/[0-9]/", $field))

return "Passwords require at least one digit and at least one character other than a-z, A-Z and 0-9<br>";

return "";

}

function validate_age($field)

{

if ($field == "") return "No Age was entered<br>";

else if ($field < 18 || $field > 110)

return "Age must be between 18 and 110<br>";

return "";

}

function validate_email($field)

{

if ($field == "") return "No Email was entered<br>";

else if (!((strpos($field, ".") > 0) &&

(strpos($field, "@") > 0)) ||

preg_match("/[^a-zA-Z0-9.@_-]/", $field))

return "The Email address is invalid<br>";

return "";

}

function fix_string($string)

{

if (get_magic_quotes_gpc()) $string = stripslashes($string);

return htmlentities ($string);

}

?>
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